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The Big Idea

In today’s online society, social media gives users a wealth of opportunities to be connected with
other people, to express themselves to a bigger audience or to gain all kind of information from
others. Thereby, all these activities produce data, that is collected by the service providers. It is
often not clear to what extent a service provider makes use of this data. On the one hand,
personal data collections can serve a useful and necessary purpose, such as the improvement of
the user experience or the facilitation of core functionality of the service. It can give also the
opportunity for new businesses and research fields to emerge. On the other hand personal data
collections has led to a widely applied practice of data analysis and personal information trading,
which can highly compromise the users’ privacy and lead to many further problems:u.

In face of these contradictions, this course deals with the implications for the society from
personal data collections. Therefore the main subjects are the discussion of business models
based on personal dataz, common practices to analyse personal data collections and
alternatives to the current data driven social media landscape.

Intended learning outcomes

By the completing this course the participants will:
. be familiar with data and ad-based revenue models
. be aware of threats which exist due to the collection of personal data in social media and
implications of these threats.
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. be able to lead a discussion about different infrastructures for social media services and
will know their strengths as well as shortcomings.

o  Know the idea personal data markets and be able to lead a discussion about the matter
and valuation of personal data

o  know methods for protecting users’ privacy in social network services with a single
service provider and their benefits and limitations.

« have fundamental knowledge about data mining, machine learning and its usage.

« beable to explain basic algorithms, which are used for data mining.

o  know ethical issues and problems, that arise with the usage of data mining when
processing personal data.

Structure of the course

The Social Media Industry

Regarding today's social media services an overwhelming number of the popular services are
provided by commercial companies. 3 Those companies have got expenses for maintaining and
extending their server infrastructure, implementing new features in their services, employing
qualified staff and so forth. Even though, many of these services remain free to use and therefore
the providers have the need to establish other revenue streams than charging their users. Out of
this need several business models have been evolved, which rely on the collection of user data,
which will be a central part of this lecture.

With the aid of case studies this course raises critical questions about the modern data driven
business models and gives the motivation for this subject. Then centralised infrastructures are
introduced and its inherent difference to open technologies such as email are explained. Finally,
the course summarised major problems of centralised social media services and its personal data
collections.

The value of personal data and data markets

When it comes to the usage of social media services, users are not seldom confronted with a
trade-off decision between privacy and the benefits of using such services. Revealing personal
information to other parties can be beneficial for users (e.g. for convenience reasons or receiving
discounts, interaction with other users), but it can also be a risk, when these data get known by
other parties or used in harmful ways'4. There are many ways how data can change the owner.
These are for example data breaches, which happen frequently:s and contribute to the
distribution of personal data on black markets. First party service provider, which offer an
incentive for users to share their data in the first place, also have the possibilities to trade their
data collections or share these with their affiliates. Another source for personal can be third
parties, which previously bought this data from several sources or collect personal data through
tracking. Then the data gets aggregated and sold to any other interested partys.

However, these markets give an indicator of a financial value of personal data in regards of the
price a buyer is willing to pay. From a user’s perspective, it might be more difficult to estimate
the value of personal data and if it is worth to give up privacy for using a service in returniz,
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This course explores questions regarding the value of personal data and looks at markets, where
user data is traded. The course also approaches the question of the value of personal data from
the user side. Therefore, personal data categorisations are examined, which demonstrate the
granularity and origin of personal information. To round up this subject, the course discusses
new developments in this area, such as personal data markets.

Decentralisation of Social Network Services (SNS)

Due to privacy concerns and other disadvantages many researchers have attempted to solve the
problem of massive personal data collections by single authorities. One major direction is to
decentralised the infrastructure of social media services, which is the subject of this lecture.

Decentralisation can be achieved by the usage of server federations or peer-to-peer networks.
Services with decentralised infrastructure unburden single service provider by distributing the
network load over several parties. Another main reason for decentralisation is to reduce
economic incentives; to offer more scalability, openness and therefore stand out for the
protection of users’ privacy and freedom of speechsl.

However, services driven by a single service provider come with a lot of advantages in relation to
security, which cannot be archived by decentralised services in the same manner. Therefore, new
challenges need to be addressed in order to make these services open, secure, reliable, scalable
and easy to usel,

In order to get into this topic, several varieties of decentralized infrastructures, such as peer-to-
peer systems and server federations, will be introduced and compared with a centralised
infrastructure in the context of SNS. Afterwards, the course discusses which problems need to be
addressed in such solutions and how privacy can be prevailed. At the end, the course looks also
at strengths and limitations of these solutions in regards of security, availability, performance
and scalability.

Data Mining and Machine Learning

The mass data from users’ online activities, which is collected by social media services, contains
useful information for the service providers, advertisers and so on. However, these collections
are often by far too huge for analysing them manually. This is where data mining comes into
play. With this technology, it is possible to discover not already known patterns in the data,
which are also difficult to discover. However, data mining is the process to analyse the data, but
other steps (like preparation, interpretation, selection and evaluation) are needed as well.no,

This process is known as Knowledge Discovery in Databases (short KDD) and is the topic for this
workshop. Furthermore, this course will also look at the related field machine learning. In order
to gain an understanding of machine learning, the course will deal with the functioning of
classifiers, pattern mining and clustering. With the knowledge of these algorithms in mind, the
participants will explore ethical issues, which appear personal data is processedu,
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Didactic Concept, Schedule and Assignments

This course encompasses online workshops, exercises, case studies, basic readings and seminar
papers. Foundations are built by discussions and talks during the workshops. Two basic readings
will be given to the participations, which need to be prepared before the workshops. These
readings will be use within the online workshops to address topics beyond the foundations.
Additionally, case studies will be given during the workshops and used to point out critical
issues.

In order to dive deeper into specific subjects advanced seminar papers are written by the
participants. The subjects can be suggested by the students or taken from this list. The seminar
papers are also the foundation for students’ grades. Further information and requirements can
be found on this page as well.

Introductory lecture

The first lecture begins with a recent case study to motivate the topic and give an overview of
the state of the art as well as ethical issues and conflicts in the field of social media data.
Afterwards the participants and the lecturer will explore the notions of technical terms and
revenue models in an interactive way. The session ends with a short discussion about conflicts
and alternatives of advertisement based revenue models and organisational aspects.

15t online Workshop

The course participants will work in groups and do a practical example to explore data
collections in social media services. Afterwards the lecture present data markets and discuss
these approaches with the participants. For the next workshop the paper from Schwittmann et
al.nz2 will be prepared by the students.

2nd online Workshop

At first the paper from Schwittmann et al.i2l is going to be discussed to study different types of
decentralised SNS. Additionally the participants will experience use cases and user needs in
several contexts for decentralised services. The students need to prepare chapter 6 & 8 & 10 from
the book by Han et al.ia for the next workshop.

3rd online Workshop

The course participants will delve into basic concepts of data mining and the KDD process on
the basis to the paper from Han et al.o. Afterwards the students are going to work in groups
examining and discussing three case studies to elaborate ethical issues in data mining and
machine learning.
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Wrap up session (on-site)

Students give presentations about their written papers. The presentation should build a
foundation for a fruitful discussion with the course participants.

Examination

During the semester the participants will write a paper about one specific subject. A short
presentation to this subject must be given within the final session and counts 20% to the final
grade.
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